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The metaverse has been described as the future of 
the internet. Although its development remains at an 
early stage, established and emerging companies 
are spending millions developing metaverse 
technologies. While a virtual-reality parallel universe 

is likely several years away, as we have seen with the 
conventional internet, entirely new areas of law have 
developed to address the online world. Cyberattack or 
data breach class actions have become common. No 
matter what form the metaverse ultimately takes, the 
law will develop in response.

This bulletin is the first in a two-part series that 
considers the unique legal issues that the metaverse 
might raise. Here, we focus on the litigation 
challenges posed by the metaverse, with a focus 
on potential privacy and product liability litigation. 
In our next bulletin, we will look at key regulatory 
privacy considerations for organizations considering 
launching in the metaverse.    

WHAT IS THE METAVERSE?

The term “metaverse” is used in different ways. Here, 
we use it to mean a 3D version of the internet – an 
immersive digital world that exists in parallel to the 
physical world, with which you would interact using 
a virtual reality headset. Imagine having a parallel 
digital life, where your avatar exists in a digital 
world and can meet with other people’s avatars 
within a single digital space. You might own virtual 
real estate in the metaverse. You could visit a store 
and buy virtual goods – or a virtual office where you 
attend a virtual meeting with the avatars of real-life 
colleagues.
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In the most idealistic visions of the future, the 
metaverse will be fully interoperable. You and your 
virtual possessions could move seamlessly from 
the digital space maintained by one platform to that 
maintained by another. Perhaps a more likely future 
is where the metaverse exists as a series of “walled 
gardens”, where each platform’s virtual space is a 
closed system that is not compatible with others.

PRIVACY LITIGATION IN THE METAVERSE

If the metaverse develops as anticipated, it will involve 
the collection of an unprecedented amount of data 
about users. Platforms could (as they do now) collect 
data about what users buy in the metaverse, what 
they look at, and their conversations with other users. 
However, because a user’s access to the metaverse 
would be through a headset, much more data could be 
collected – for example, relating to user movements, 
physiological responses and perhaps even brainwaves 
– that will give platforms a deeper understanding of 
their users’ thought patterns and behaviours.

The bulk of privacy litigation related to the 
conventional internet in common law provinces has 
focused on the tort of intrusion upon seclusion, which 
addresses the snooping scenario – where a defendant 
intentionally intrudes into the plaintiff’s private 
affairs in a manner that would be highly offensive 
to a reasonable person. In addition to a data breach 
scenario, it is possible to envision other metaverse 
cases of intrusion upon seclusion. If it is possible to 
buy virtual real estate in the metaverse, for example, a 
defendant could be liable for snooping in a plaintiff’s 
virtual home. Or imagine a scenario where a defendant 
compromised the plaintiff’s headset and so could 
follow their movements, conversations and perhaps 
even thoughts. Given the sensitivity of data that the 
metaverse could collect, the stakes would be high.

While existing privacy causes of action could be 
applied in the metaverse, courts or legislatures may 
seek to create new causes of action. Could a metaverse 
operator be liable for negligently failing to prevent a 
cyberattack that resulted in the compromise of user 
data? If a metaverse user breaches the privacy of 
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another user, could the platform be liable for failing 
to prevent the breach? Time will tell how the law 
develops in response to these challenges.

PRODUCT LIABILITY

The metaverse is projected to result in a vast market 
for virtual and physical products available for 
purchase and use by customers. Software, virtual non-
tangible items, and hardware like headsets and glasses 
are just a few examples. Accordingly, developers, 
manufacturers, licensors, vendors and others in the 
industry may be at risk of metaverse-related product 
liability claims brought by metaverse participants and 
users of these products.

Several kinds of potential product liability claims 
in connection with the metaverse may arise in the 
future. By way of example, product liability claims 
could result from scenarios where individuals sustain 
personal injuries while immersed in the virtual or 
augmented reality of the metaverse world. Further, 
property damage or economic loss claims could arise 
where participation in the metaverse or use of related 
hardware gives rise to an incident that destroys 
property. Metaverse users may also be sued by other 
users for their conduct in the metaverse as it relates to 
another person or avatar.

Complicated and novel arguments will almost 
certainly arise in this emerging area in the context of 
product liability claims. These may include questions 
surrounding who is potentially liable for metaverse-
related claims, choice of laws and forum, and where 
a claim should be brought when loss or injury occurs 
while in the metaverse. Given the potential for a range 

of product liability claims in connection with the 
metaverse, industry participants will want to obtain 
legal advice and consider how to limit their liability 
and seek any other protections through contractual 
drafting, terms of use, and warnings and instructions 
for use.

CONCLUSION

The metaverse, no matter how it develops, will 
undoubtedly give rise to novel legal questions and 
issues. Above, we have summarized the litigation 
challenges posed by the metaverse, with a focus on 
privacy and product liability litigation. In our next 
article on this topic, we will look at key regulatory 
privacy considerations for organizations considering 
launching on the metaverse.

 [Karine Russell has experience in complex 
contractual and tort disputes, including defending 
class proceedings and product liability claims. She 
has appeared before all levels of court in British 
Columbia and before arbitral tribunals and has 
assisted on matters before the Supreme Court of 
Canada. Karine also assists clients with resolving 
disputes through negotiation and at mediation and 
provides risk management advice.

Christopher DiMatteo’s practice includes complex 
commercial litigation and class action defence, with 
a focus on cybersecurity. He also practises public 
law, particularly in the areas of administrative, 
constitutional and regulatory law. Christopher has 
appeared before the Ontario Superior Court of 
Justice, the Divisional Court, the Court of Appeal for 
Ontario and the Supreme Court of Canada.]
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This article is the first part of the series: IP, Digital 
Identity, and Branding in the Metaverse and Web3. 
This part of the series will review digital identities, 
their significance and importance with branding, their 
connection with intellectual property, and protection 
via blockchain technology.

THE INCREASINGLY DIGITAL WORLD

The future of the commercial world is increasingly 
digital. We have seen transformations across almost 
every industry in the world where companies have 
established some form of digital presence1  to facilitate 
business transactions and marketing communication. 
At the turn of the new millennium, this digital 
presence came in the form of a website, a banner ad, 
an email subscription, or an information-based social 
media profile page. Nowadays, digital presence has 
expanded to virtual realms and augmented realities. 
The similarity between all these channels however is 
a digital identity.

WHAT IS DIGITAL IDENTITY?

Digital identities2 can generally be defined in 
one of two ways. First, a digital identity can be 
regarded as a collection of data about an individual 
or company verified by an authenticating body such 
as a government agency. The digital identity is then 
used to transact safely and securely online - think of 

this type of digital identity as being used for online 
banking and accessing medical records.

Alternatively, a digital identity can refer to the 
online digital presence associated with an individual 
or brand for marketing purposes. This is sometimes 
known as a “soft” digital identity and can include a 
social media profile, email account, or presence in the 
metaverse. The term digital identity used throughout 
this article refers to the latter type.

Digital identities are used to generate an audience, 
known as a following, and provide information (content) 
to that following to inform or improve some aspect 
of their lives. The nature and subject of that content 
could vary widely (from travel to clothing, consumer 
reports to investment advice, world commentary to 
legal information), but whatever the topic may be, the 
content is generally willingly and openly received by 
consumers and usually comes for free.

THE VALUE OF DIGITAL IDENTITIES

But what is it about a digital identity that makes it 
valuable? Why are consumers much more likely to 
purchase something or support a cause shown to them 
through a social media account or an email? The 
answer, in short, is trust.

Consumers are constantly inundated with 
advertisements and sales messages (whether they 
choose to receive them or not) and digital identities 
help consumers filter through the clutter by giving 
them targeted information tied to their interest or an 
issue of importance. By becoming a source of relevant, 
useful information for followers, content creators can 
build trust with their audiences, grow their brands 
organically through word-of-mouth advertising, and 
eventually influence their purchasing behavior. The 
digital identity therefore signifies trust. Trust in turn 
translates to more purchases and increased revenue 
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for the content providers (who may be referred to as 
“influencers”3).

THE CREATOR ECONOMY

Individuals and brand owners can use content as a 
tool by tying it to their digital identity to create an 
extension of their “in real life” identity. This digital 
extension allows creators to access the Internet 
economy and monetize their content. Such content 
creator monetization is known as the creator economy.

The creator economy is facilitated by software 
platforms such as TikTok, Instagram, YouTube, 
Twitch, OnlyFans, and others. Influencers can upload 
or create content through these platforms and profit 
from views or impressions, memberships, third-party 
sponsorships, and ad revenue. The creator economy 
is estimated to be valued at $100 billion in 20224 and 
will only continue to rise as more people around the 
world gain Internet access and brand owners increase 
their digital presence.

The trend of using digital identities as a form of 
brand awareness and growth of the creator economy 
is furthered by the metaverse. The metaverse is 
a collection of immersive worlds that provide 
increasingly sophisticated business, gaming and social 
experiences in which users interact with one another 
in virtual environments as avatars of themselves. The 
metaverse is developing to be the leading source of 
engagement with consumers to realize revenue for 
brand owners. Content creators are benefitting as 
well, finding new opportunities to interact with their 
fans through virtual avatars within virtual realms.

TRUST AND INTELLECTUAL PROPERTY

While the virtual realm opens up an entirely new 
area for brand owners and content creators to 
monetize, they must be wary on how they advertise 
in the metaverse.5 How can consumers trust brands 
presented in the digital space and avoid being 
scammed by counterfeiters and imitators? How can 
trust be maintained between the digital identity of the 
brand and its community?

There are several ways of maintaining trust. For 
one, content creators can show their true identities, 
names, or faces on social media, introducing a 
personal level of social trust with their fans. Other 
content creators may choose to remain anonymous 
or appoint a spokesperson. Instead of using their 
own identity, creators alternatively can build trust 
through the use of a trademark – a set of words, a 
logo, or another type of symbol that becomes the 
representation for the source of their content. Over 
time, that mark develops goodwill through use, and 
the mere presence of the mark provides assurance to 
the consumers that the content is safe.

The content itself, including videos, photos, 
graphic designs, and promotional materials, may 
also be protected by copyright. However, (almost) 
anyone can “right click” to copy and paste an image, 
screen record a video, and republish a digital work. 
Tracing these unauthorized reproductions and 
potential infringements can be difficult given the ease 
of copying. When the unlawful copying is eventually 
discovered by the rightful owner (as was the case by 
one of the article’s authors – see post at below link)6, 
the virality of the content may already have waned, 
and the creator has lost the opportunity to see profit 
or value attribution. How then, in the digital era, 
can the authenticity, goodwill, and trust of a brand’s 
digital identity be maintained? One solution may lie 
in blockchain technology.

BLOCKCHAIN

Blockchain technology allows digital information to 
be tracked on the Internet. For public blockchains, such 
as Bitcoin and Ethereum, a user can locate information 
on the blockchain and trace that information back to 
its source. For example, if a digital good is created by 
a brand, a user is able to trace that digital good to the 
digital identity that created the digital good to confirm 
the digital good was actually created by that brand.

When a transaction (new block on the chain) 
is confirmed on the blockchain, the transaction is 
verified by a decentralized system of validators or 
miners, removing the need for centralized verification. 
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This decentralized verification process means that it 
becomes difficult or nearly impossible for someone 
to commit a fraudulent transaction (depending on the 
level of decentralization a particular blockchain has). 
Accordingly, systems making use of blockchain are 
referred to as “trustless” since the ownership of the 
digital good is immutably (permanently) written onto 
the blockchain and trust is not needed to confirm the 
authenticity of a transaction.

Blockchain does not replace the current version 
of the Internet, but is rather a new layer that can be 
added to new or existing infrastructure online. This 
blockchain layer of the Internet is often referred to as 
web3, which will be discussed in greater detail in the 
next article. 

CONCLUDING REMARKS

Digital identities provide an opportunity for brands 
to expand their online presence in an increasingly 
digital world. The value associated with these digital 
identities can be built over time by fostering trust 
with their audience and engaging with the creator 
economy. However, the use of original content and 
brands online also comes with risks of unauthorized 
reproduction, counterfeiting, and impersonation. 
Blockchain may be used as a tool for brand owners 
to add a layer of trust to digital identities and digital 
goods created by those identities to help protect their 
fans and consumers.

[Wynnie Chan is a partner, lawyer and registered 
trademark agent with Bereskin & Parr LLP. Her 
practice focuses on trademarks, licensing and related 
litigation, in addition to copyright & digital media, 
marketing and advertising law. Wynnie advises 
clients across different industries in trademark 
strategy, protection and enforcement. She has over 
15 years of experience in managing global trademark 
portfolios, clearing brands, prosecuting trademarks 

and assisting with opposition, cancellation and 
infringement proceedings. 

Callum Lootsma is an associate with Bereskin 
& Parr LLP and a member of the Engineering 
and Technology group. His practice focuses on 
patent drafting and prosecution, with an emphasis 
on mechanical and material science innovations. 
Callum has a certificate in blockchain law and 
an interest in web3 and metaverse technologies. 
Outside of the firm, Callum is a photographer and 
content creator with a passion for educating people 
about new technologies and the creator economy.]
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In early 2022, the Autorité des marchés financiers 
(the “AMF”) conducted specific consultations on 
financial products offered on the Internet. Further to 
these consultations, the AMF published explanations 
on the Regulation respecting Alternative Distribution 
Methods (the “RADM”) in late December 2022.1

Here are some key points that the AMF has 
clarified:

DEFINITIONS

The AMF has elaborated on the meaning of certain 
terms and expressions included in the RADM, thereby 
clarifying the obligations incumbent on firms as 
concerns insurance products offered on the Internet:

• “Providing” or “presenting” information: This implies 
delivering, giving or handing over information to 
a client without them having to take any action. A 
client should not have to search for the information 
to find it. As such, making the information accessible 
or referring to a policy is not enough.2

• “Making visible at all times”: The information 
should be visible to the client at all times, regardless 
of the page the client is on. A representative’s 
contact information is the only information that 
must be visible on the digital transactional space 
at all times. Websites that are accessible to people 

who are blind or use a voice assistant must also 
have means to present this information.3

• “Making a representative available”: The AMF 
only requires that representatives be available 
during regular business hours.4

• “Making information readily accessible”: A client 
must have the option of taking cognizance of 
the information and be able to easily find it. 
The information must be accessible in one or 
two clicks. Including a hyperlink or an icon, 
for example, are ways of making information 
accessible.5

Under this obligation, a hyperlink may be used to 
redirect a client to a website or document external 
to the digital space.6 External documents that are 
accessible through hyperlinks, such as sample 
insurance policies, must be up to date.

SUMMARY OF THE COMPLAINT 
PROCESSING POLICY

The AMF specifies that the summary of the complaint 
processing policy referred to in the RADM must be 
that of the firm running the transactional website, 
not of a third party. Thus, a property and casualty 
insurance brokerage cannot refer to an insurer’s 
policy summary.7 



124

March 2023 Volume 23, No. 11 Internet and E-Commerce Law in Canada

IDENTIFICATION OF THE FIRM

A firm may display partner logos on its digital space 
only if doing so does not cause confusion. A client 
must know which firm runs the space and must be 
able to distinguish it from partners that do not offer 
the products or services.8

PRODUCT COVERAGE, EXCLUSIONS AND 
LIMITATIONS

Further to its supervisory activities, the AMF has 
confirmed that product coverage appears to be well 
presented in digital spaces. However, exclusions and 
sometimes limitations are not as well presented.

Given that exclusions and limitations constitute 
information that is necessary for a client to make an 
informed decision, the AMF urges firms to pay attention 
to these and to select them based on a proper analysis.9

SUSPENSION OF TRANSACTIONS

The AMF has clarified how to apply the criteria 
under section 14 of the RADM, more specifically 
paragraph 3 of this section, which provides that a 
firm must suspend a transaction initiated through a 
digital space when no representative can immediately 
intervene with a client who asks to deal with a 
representative and there is a risk that the client will 
not be able to make an informed decision. 

The AMF specifies that it is up to the firm to 
assess and manage its risk. In order to determine 
whether such a risk exists, the AMF has proposed the 
following solutions:

• The firm may caution the client as follows: “Do 
you wish to continue the process even though no 
representative is available at this time?”

• The firm could post its representatives’ availability.
• If a client decides to enter into a contract through 

a digital space, the firm could ensure that a 
representative contacts them within 24 hours.

A transaction does not have to be suspended 
immediately; it can be done at the end of the 
transaction, before the contract is concluded.

Moreover, stopping or temporarily suspending a 
transaction may also be necessary if a contradiction 
or irregularity in the information the client provides 
could lead to an error.10 The digital space must be set 
up to detect such a contradiction automatically.

The AMF considers it preferable to discontinue a 
transaction if contradictions are detected. It can also 
be temporarily suspended while the client is informed 
of the consequences of making false statements and 
the importance of knowing their entire situation, for 
example, and to allow them to make corrections, if 
necessary.11 

[Marie-Claude Cantin is a partner at Lavery and 
a member of Lavery’s Insurance Litigation group. 
Her practice is focused on insurance law including 
questions related to financial products and services 
and civil litigation. She is coordinator of Lavery’s 
Financial Products and Services group. She was 
also the coordinator of Lavery’s Insurance Litigation 
group and Construction Law group.

Dominic Boisvert is a Partner and a member of 
the firm’s Litigation Group. His practice is primarily 
focused on insurance law and civil liability. Since his 
call to the Barreau du Québec, he has developed his 
expertise in several specialized areas, particularly 
insurance coverage dispute and the distribution of 
financial products and services.

Gabrielle Mathieu is an Associate and a member 
of the firm’s Litigation and Conflict Resolution Group 
at its Montreal office. As part of her multidisciplinary 
and diversified practice, she acts in matters involving 
several areas, including commercial litigation, 
construction litigation, injunctions, as well as 
bankruptcy and insolvency. As such, she appears 
before the courts and represents various clients from 
the public and private sectors.]

1 These are only available in French at this time; 
Regulation respecting Alternative Distribution 
Methods, CQLR, c. D-9.2, r. 16.1.

2 Autorité des marchés financiers, Explications à 
l’égard du règlement – Le RMAD expliqué article 
par article (hereinafter the “Explanations”), ss. 7, 9, 
11, 12 and 12.2. The terms “explaining information” 
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or “providing information” under section 12.1 of the 
RADM should be interpreted in the same manner.

3 Explanations, s. 8.
4 Explanations, s. 8.
5 Explanations, ss. 8 and 10.
6 Explanations, ss. 8 and 10. A representative’s contact 

information does not have to appear on external 
documents and websites at all times. It is important to 
note that under section 9 of the RADM, a document 

that is to be “provided” or “presented” to a client 
cannot be located on an external website.

7 Explanations, s. 8.
8 Explanations, s. 8, para. 1.
9 Explanations, s. 9.
10 For example, a client declaring they have no children 

yet selecting insurance for their children constitutes a 
contradiction.

11 Explanations, s. 14.
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