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On Dec. 3, 2021, PricewaterhouseCoopers Ireland 
(PwC) reported on its independent review of the 
Ireland health sector’s massive 2021 cyber attack.2 

In this article, we discuss the cyber attack, the 
report’s findings and what Canada’s public sector can 
learn from the attack and PwC’s report.

BACKGROUND

Overview Of the attack and its impact

In May 2021, threat actors affiliated with the Conti 
group (Conti) deployed ransomware across Ireland’s 
national healthcare network, a network operated by 
Ireland’s Health Service Executive (HSE).

Conti provided the HSE with a useable decryption 
key (without HSE paying a ransom) soon after its 
attack, though the HSE’s recovery process was still 
arduous and took a long time. The HSE restored 
50 per cent of its network by just after mid-June and 
the rest of its network by just after mid-September.

The attack caused nationwide disruption to 
healthcare services. The HSE deferred some treatment 
and relied on private facilities, reverted to manual 
recordkeeping and faced significant additional patient 
safety risks. Employees, already stretched thin by the 
demands of working through COVID-19, had some 
payments delayed.
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a vulnerable OrganizatiOn and netwOrk

The HSE is responsible for delivering health and social 
care services to all of Ireland’s more than 5 million 
citizens and employs approximately 130,000 people. 
At the time of the attack, the HSE network featured 
4,500 servers, 70,000 end user devices and more 
than 1,000 applications. The network spanned 4,000 
physical locations.

The HSE delivers services based on a complex 
relationship with community health care organizations 
and hospital groups and in affiliation with “voluntary” 
hospitals who operate independently of the HSE. The 
entities with access to the HSE network shared what 
PwC calls a “bi-direction trust relationship” with the 
HSE, presumably in contrast to a relationship that put 
the HSE in stronger control.

By early 2021, the HSE identified its cyber risks 
and rated its maturity as low. It also understood its 
network to be “frail”: a “flat” (relatively unsegmented) 
network that had evolved over time to meet service-
related needs, rather than the need for security and 
resilience. Heavy use of legacy technologies also 
burdened the network.

Staffing was also an issue: the HSE employed only 
350 people in IT positions and only 15 in cybersecurity 
roles. The HSE drew its cybersecurity team heavily 
from IT personnel, and, according to PwC, the team 
lacked cybersecurity expertise.

hOw the attack happened

The attack dates to mid-March, when an HSE user 
clicked on a malicious Microsoft Excel document 
attached to a phishing email. The attacker then 
deployed known hacking tools on the user’s 
workstation and gained a foothold in the network. 
The HSE’s antivirus software detected the attack in 
late March, but was only set to monitor and therefore 
did not block malicious commands.

The perpetrators of the phishing attack may 
have sold this foothold to Conti, who re-accessed 
the network on May 7 and began to move laterally, 
in part by exploiting an unpatched and known 
vulnerability.
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Various HSE entities saw indications of 
compromise between May 7 and 14, when Conti 
deployed its ransomware. One independent hospital 
and the Department of Health seized upon alerts 
and successfully blocked the deployment by forcing 
password resets, reconfiguring firewalls and using 
protective security tools. The HSE itself did not 
mobilize fast enough, in part because it misinterpreted 
the evidence as suggesting the independent hospital 
was the origin of the threat. PwC attributed this 
failure to the size and lack of expertise of the HSE’s 
cybersecurity team.

the recOvery effOrt

The HSE had not planned for such an incident, and 
according to PwC, suffered because of the following 
deficiencies:

• No cybersecurity response plans or playbooks;
• No security tooling capable of investigating and 

remediating security alerts;
• No centralized list of contact details for all HSE 

staff or an asset register;
• No offline copies of key IT security and 

documentation;
• No pre-established prioritized list of applications 

and system for recovery, in particular a list 
cognizant of cross-technology dependencies; and

• No pre-agreed, set up and tested out-of-band 
communication system.

As a result, the HSE spent time in its recovery 
effort gathering information about its network and 
needed to re-prioritize and adjust as it proceeded. The 
lack of documentation and resourcing placed a heavy 
burden on key personnel, causing “bottlenecks” and 
slowing down the HSE’s recovery.

There also appears to have been some fragmentation 
in legal positioning: one independent hospital whose 
data Conti published on the dark web, together with 
HSE data, decided to notify affected data subjects. The 
HSE decided notification was unwarranted because 
the personal data risk to the rights and freedoms of 
individuals was too low.

PWC’S FINDINGS AND RECOMMENDATIONS

PwC made a number of findings in its 100-page 
report, and focused on the need for transformational 
change. Based on these findings, it made four strategic 
recommendations:

1. Implement an enhanced governance structure 
over IT and cybersecurity that will provide 
appropriate focus, attention and oversight. 
Between the HSE and the entities who participate 
in the HSE network, PwC recommended that the 
HSE take control, including by developing and 
enforcing a “code of connection.” Internally, PwC 
recommended that the HSE establish executive 
level cybersecurity and IT committees and a 
board committee (supported by outside experts) 
to oversee the required change to the HSE security 
program.

2. Establish a transformational Chief Technology 
& Transformation Officer (CTTO) and office to 
create a vision and architecture for a resilient 
and future-fit technology capability; to lead 
the delivery of the significant transformation 
program that is required, and to build the 
increased function that will be necessary to 
execute such a scale of IT change. According 
to PwC, the HSE’s current chief information 
officer lacks the mandate, authority and budget 
to conceive of and build a more resilient HSE 
network. It envisions a CTTO who will develop 
a new strategy, one that warrants significant 
incremental funding.

3. Appoint a Chief Information Security Officer 
(CISO) and establish a suitably resourced and 
skilled cybersecurity function. Develop and 
drive the implementation of a cybersecurity 
transformation program. PwC said the HSE 
needs a CISO to drive organizational change, 
stating that “The CISO should be at National 
Director level, a direct report to the CTTO, 
and have appropriate access to the [Executive 
Management Team] and their agenda, to ensure 
that cybersecurity risks are understood and 
considered in all decision-making.”
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4. Implement a clinical and services continuity 
transformation program reporting to the 
National Director for Governance and Risk, 
and enhance crisis management capabilities to 
encompass events such as wide-impact cyber 
attacks or large-scale loss of IT. Although 
it recognized service continuity as an HSE 
strength, PwC nonetheless recommended change 
in order to establish service continuity as a risk 
discipline and co-ordinate processes across the 
organization.

TAKEAWAYS

1. The Ireland cyberattack illustrates the perils 
of IT and security governance models that do 
not clearly assign accountability and authority 
to a single entity. Many parts of the public 
sector have adopted complex shared IT services 
models that may lack resilience because 
accountabilities and authority are unclear or 
shared between entities.

2. The Ireland cyber attack illustrates the need for 
proactive incident response planning3 and, for 
complex IT systems, provides helpful guidance 
on planning focus. According to the PwC, 
even though the HSE had exceptional crises 
management and emergency response skills, it 
was impeded by a lack of planning. The PwC 
report focused strongly on asset mapping, 
prioritizing services and systems for recovery, 
and identifying dependencies between services 
and systems.

3. The root cause of the Ireland attack was not human 
error that led the HSE user to fall for a phishing 
scheme. Rather, the cause was an organizational 
problem that prevented the HSE from building a 
resilient network and responding optimally to the 
cyber attack. Not every incident will warrant the 
depth of probing invited by the HSE. However, 
organizations that suffer attacks without robustly 
analyzing what happened and why will remain 
vulnerable.

4. The Ireland cyberattack highlights that 
cybersecurity, particularly in the public sector, is 
a matter of strategy, funding and organizational 
change. The HSE was operating critical public 
infrastructure, faced critical risk and had rated 
itself as having low cybersecurity maturity. This 
concerning state of affairs was apparent to the 
HSE, but it did not change fast enough to protect 
itself and the public that it served. Many Canadian 
public sector entities are on the same “burning 
platform” the HSE was. Their challenge is to 
transform themselves – ideally before, rather than 
after, suffering a major incident.

[Éloïse Gratton is a Partner with Borden 
Ladner Gervais LLP in the Toronto office.  She is 
the National Co-leader in their Privacy and Data 
Protection practice.  She offers strategic advice 
relating to best business practices relevant to the 
monetization of big data and the use of artificial 
intelligence, in addition to providing support in 
crisis management situations both nationally and 
internationally.  Ms. Gratton can be reached at 
EGratton@blg.com. 

Daniel Michaluk is a Partner with Borden 
Ladner Gervais LLP in the Toronto office.  He 
is a well-recognized cybersecurity, privacy and 
information management lawyer, with significant 
experience working with education and public sector 
organizations in Canada.  Mr. Michaluk can be 
reached at dmichaluk@blg.com. 

Eric Charleston is a Partner with Borden Ladner 
Gervais LLP in the Toronto office.  He assists 
clients triage and overcome cybersecurity incidents, 
including ransomware, data theft, business email 
compromise, funds diversion and other privacy 
breaches. Mr. Charleston can be reached at 
echarleston@blg.com.]

1 A version of this article first appeared on Borden 
Ladner Gervais’ website on January 7, 2022.

2 PwC, “Conti cyber attack on the HSE” (December 3, 
2021),  online:  https://www.hse.ie/eng/services/
publications/conti-cyber-attack-on-the-hse-executive-
summary.pdf. 
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3 Bradley Freedman, Éloïse Gratton and Daniel J. 
Michaluk, “Cybersecurity incident response – Tips 
from the trenches” BLG (June 9, 2021), online: 

h t t p s : / /www.b lg . com/en / in s igh t s /2021 /06 /
cybersecurity-incident-response-tips-from-the-
trenches. 
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Artificial intelligence (AI)-based medical devices 
are revolutionizing healthcare across the globe. From 
increasing diagnosis accuracy to improving hospital 
workflow, to early disease detection, AI and machine 
learning (ML) are transforming healthcare practice 
by interpreting vast amounts of data on a daily basis. 
Despite these improvements to healthcare delivery, 
the regulation of AI-based medical devices is still in 
its developmental stages.  

The innovation in this space is also reflected in the 
number of issued patents and patent filings. A recent 
GlobalData report on global trends in AI-based 
medical devices found that in the last five years, the 
number of issued patents has increased over 200% 
and the number of filed patent applications has 
increased over 300%.2 Leading countries include 
the United States and China who have together filed 
over 18,000 patent applications between 2011 and 
2020. The United Kingdom and Germany have filed 

approximately 500 applications, while Canada was 
reported to have filed roughly 600 applications during 
this time.3 The Canadian Intellectual Property Office 
(CIPO) has also reported that Canadian researchers 
fare well against Americans in various applications of 
AI including medical-based technologies.4 

Despite the rapid innovation in AI-based medical 
devices, current medical device regulatory pathways 
such as those pertaining to software as a medical device 
(SaMD) do not account for technologies that change 
in real-time as is the case with some software-based 
medical devices that utilize AI. Thus, many countries 
have begun developing new regulatory protocols 
that account for highly iterative, autonomous, and 
adaptive technologies to ensure effectiveness and 
patient safety. Since such technologies are novel, there 
is a need for countries around the world to revamp 
their medical device regulatory approval processes to 
account for AI-based medical devices.

REGULATION OF AI-BASED MEDICAL 
DEVICES IN THE UNITED STATES

For instance, in the United States, manufacturers of 
medical devices that utilize AI or ML algorithms must 
obtain premarket clearance (510(k)),5 a De Novo 
classification,6 and premarket approval7 through the 
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Food and Drug Administration (FDA). Premarket 
clearance is granted when the algorithm has been 
shown to be at least as safe and effective as another 
similar, legally marketed algorithm. Obtaining a De 
Novo classification involves assessing the device’s 
risk before it is marketed and obtaining premarket 
approval clearance requires scientific evidence to 
support the device’s effectiveness.

However, the current US regulatory framework 
does not account for AI/ML algorithms that are 
“unlocked” or “adaptive”, since some of these 
algorithms can change with new data. To address this 
issue, in 2019 the FDA released a proposed regulatory 
framework8 for AI and ML based SaMD products 
outlining a potential approach for premarket review of 
AI- and ML-driven real-time software modifications. 
The proposed framework outlines a “predetermined 
change control plan” that anticipates different types of 
modifications termed “Software as a Medical Device 
Pre-Specifications” and the associated methods 
used to implement those changes in a controlled 
manner which are referred to as “Algorithm Change 
Protocols”. Following public consultation on the 
proposed framework, the FDA has since released 
its first AI/ML-Based SaMD Action Plan,9 which 
outlines a holistic approach based on total product 
lifecycle oversight to further the beneficial impact 
these technologies can have on patient care while 
delivering safe and effective software functionality.

In light of the recently released action plan, it is 
expected that manufacturers seeking approval will have 
to commit to transparency and real-world performance 
monitoring of their AI/ML SaMD products. These 
manufacturers will also have to provide the FDA with 
routine updates on software changes as part of the pre-
specifications and algorithm change protocols.

REGULATION OF AI-BASED MEDICAL 
DEVICES IN EUROPE

Regulation of AI-based medical devices in Europe 
is also in its developmental stages. The European 
Commission recently published proposed harmonized 
rules10 on commercialized AI devices that states 

that high-risk AI systems, such as those used in 
some medical devices, should only be released 
in the EU market “if they comply with certain 
mandatory requirements” that ensure they do not 
pose unacceptable risks to the public. The proposal is 
largely based on feedback gathered on the European 
Commission’s White Paper on AI that was released 
in February 2020. There, the European Commission 
proposed that high-risk AI applications undergo a 
conformity assessment for approval.11 

The conformity assessment proposed by the 
European Commission involves a total product 
lifestyle approach involving a pre-market assessment 
along with ongoing reviews in which manufacturers 
would be expected to meet several legal requirements. 
Firstly, data used to train the AI-based medical device 
must be broad and representative of all relevant 
scenarios to avoid dangerous situations. Secondly, 
manufacturers must also accurately record data 
used to train, build, test, and validate the AI-based 
medical device. Thirdly, with regard to transparency, 
manufacturers would be required to provide 
information on the AI-based medical device’s 
capabilities, limitations, and purposes for its intended 
use along with conditions under which it should 
function and expected levels of accuracy. Fourthly, 
manufacturers would be required to show that the AI-
based medical device system is robust, accurate, and 
is able to be correct errors and inconsistencies at all 
phases of the life cycle. Lastly, manufacturers must 
ensure their AI-based medical device system has an 
appropriate level of human oversight.

The European Commission envisions that the AI 
conformity assessment will be added to current pre-
market conformity assessment requirements. Under 
the proposed guidelines, those who fail to comply 
could face fines up to €30 million, or if the offender is 
a company, 6% of its total worldwide annual turnover.

REGULATION OF AI-BASED MEDICAL 
DEVICES IN CHINA

China is also extremely active in AI-based medical 
devices. The Centre for Medical Device Evaluation 
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(CMDE) of the National Medical Products 
Administration (NMPA) has established an AI 
working group to evaluate performance and safety 
of upcoming medical devices.12 The CMDE is also 
planning to implement technical review guidelines 
for AI medical devices. These guidelines will likely 
build upon the NMPA’s Technical Guidelines on AI-
aided software.13 Under these guidelines, Chinese 
regulators evaluate AI-based medical devices on 
how the software controls data and the ability of the 
system’s algorithms to generalize (i.e., this involves 
evaluating how well an algorithm makes predications 
based on inputted data). The guidelines also consider 
associated clinical risks of late or missed diagnoses. 
Chinese regulators also consider algorithm selection, 
training, and performance, as well as routinely re-
assess algorithm-driven software updates to ensure 
safety. To obtain approval, manufacturers must submit 
clinical data representative of the Chinese population 
to show that the software used by the AI-based 
medical device is safe for use in China. Manufacturers 
that cannot ensure safety and efficacy must conduct 
clinical trials in China to obtain regulatory approval.

REGULATION OF AI-BASED MEDICAL 
DEVICES IN CANADA

Presently, Canada does not have a proposed 
regulatory framework covering AI-based medical 
devices. However, in late 2019, Health Canada 
created the Medical Device Directorate in response 
to the increasing number of regulatory issues with 
medical devices.14 The Directorate consists of 
six offices and bureaus whose activities focus on 
evaluating medical device effectiveness and quality, 
assessing benefits and risks of medical devices, 
as well as monitoring evolving safety of medical 
devices in development.15 Those seeking approval of 
AI-based medical devices in Canada are subject to 
current medical device approval protocols and should 
be prepared to provide additional data in support 
of their device’s efficacy and safety similar to the 
requirements proposed by Europe and the United 
States. However, recently, Health Canada along with 

the US FDA and the UK’s Medicines and Healthcare 
Products Regulatory Agency, have proposed some 
guiding principles for the development of safe, 
effective and high-quality medical devices that use 
AI.16

CONCLUSION

AI-based medical devices are being developed at 
an increasing rate transforming healthcare as we 
know it. Countries around the world are also rapidly 
adapting their regulatory pathways to keep up with 
AI-based medical device development. As such, 
manufacturers of AI-based based medical devices, 
should familiarize themselves with the regulatory 
protocols in the various jurisdictions in which they 
intend to commercialize in order to ensure that their 
AI-based medical devices do not get held back by red 
tape.

[Tony Orsi is a Partner with Bereskin & Parr LLP 
in the Toronto office.  His practice focuses on patents 
with an emphasis on electrical, biomedical, software, 
and cleantech innovations as well as patent drafting, 
evaluating new technologies, and IP management 
strategies. Mr. Orsi can be reached at torsi@
bereskinparr.com.

Nicole LaBerge is an incoming articling student 
at Bereskin & Parr LLP. During her summers at the 
firm, she assisted with drafting patent applications 
relating to the life sciences and medical devices, as 
well as conducted prior art and freedom to operate 
searches.]
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